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ABSTRACT 

Administrative claims data are rich sources of information that are used to inform study topics ranging from public 
health surveillance to comparative effectiveness research. Data sourced from individual sites can be limited in their 
scope, coverage and statistical power. Sharing and pooling data from multiple sites and sources, however, present 
administrative, governance, analytic and patient privacy challenges.  

Distributed data networks represent a paradigm shift in healthcare data sharing and are evolving at a critical time 
when ‘big data’ and patient privacy can introduce competing priorities. A distributed data network is one for which no 
central repository of data exists. Rather, data are maintained by and reside behind the firewall of each data-
contributing partner in a network, who transform their source data into a common data model and permit indirect 
access to those data through the use of a standard query approach. Transformation of data to a common data model 
ensures that standardized applications, tools and methods can be applied to them. 

INTRODUCTION 

This paper introduces the concept of a distributed data network, its purposes and benefits and, using the Mini-
Sentinel pilot project as a case study, discusses using SAS to design and build infrastructure for a successful multi-
site, collaborative distributed data network. Mini-Sentinel is a pilot project sponsored by the U.S. Food and Drug 
Administration (FDA) to create an active surveillance system - the Sentinel System - to monitor the safety of FDA-
regulated medical products. This paper also describes the SAS-based, open-source analytic system built and 
maintained by the Mini-Sentinel Operations Center (MSOC).  

WHAT IS A DISTRIBUTED DATA NETWORK 

A distributed data network is one in which no central repository of data exists. Rather, data are maintained by and 
reside behind the firewall of each data holder, which allow indirect analytic access to their patient-level data via 
programming code that is securely distributed to them and intended to execute on their side of the firewall. The data 
are therefore ‘distributed’ due to the lack of centrality. 

Distributed data networks exist by a set of guiding principles: 

 Data holder sites maintain control over their data, 

 Data holder sites have standardized their data to a common data model, 

 Data holder sites’ ongoing involvement is needed in order to interpret data and findings; they know their data the 
best, so are true partners in the network (indeed, the terms ‘data holder’ and ‘data partner’ will be used 
interchangeably in this paper), 

 Programming code gets securely distributed to data holders for them to execute locally and in a manner that 
makes it easy for them to execute, 

 Following execution of programming code, data holders return results that were produced by the executed code, 
to the requestor. Typically, data returned are aggregated rather than patient-level. 

PURPOSE OF A DISTRIBUTED DATA NETWORK 

Distributed data networks often allow for access to more data than what a single or centralized site might be able to 
offer. By pooling resources (data) across several sites, with security in place such that each site maintains ownership 
over its own data, these networks provide several key benefits, including: 

 Offering alternative ways to study occurrences of rare outcomes, uptake or usage of new drugs or therapies, and 
diverse populations of individuals, 

 Achieving greater statistical power due to larger numbers of observations, 

 Encouraging the development of novel analytic and statistical methods that do not rely solely on the use of 
patient-level data, 
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 Challenging analytic programmers to approach projects with the intention of building reusable, flexible and 
scalable programs for infrastructure purposes, rather than a series of one-off programs, 

 Addressing and alleviating data holders’ concerns over data security, patient privacy and proprietary interests. 

 

DISTRIBUTED DATA NETWORK INFRASTRUCTURE: THE COMMON DATA MODEL  

The purpose of any common data model is to standardize the format and content of data, such that standardized 
applications, tools and methods can be applied to them. Figure 1 is a schematic intended to represent, at a high-
level, the process for populating a common data model using healthcare claims data from a data partner site. In this 
example, the data partner site is a health insurance company or an integrated managed care consortium.   

 

Figure 1. Process for populating a common data model using healthcare data from a data partner site 

 



3 
 

As patients interact with the healthcare delivery system, those interactions are captured in electronic medical record 
systems and/or administrative claims data systems. The data partner site in this example maintains its data in a 
central administrative database or warehouse and then converts those data into a common data model according to 
model specifications. All of these data reside behind the data partner’s firewall, and that data partner maintains 
control over the usage and transfer of any of their data at all times. 

DISTRIBUTED DATA NETWORKS IN EXISTANCE 

The list below includes the names of healthcare-related distributed data networks in existence. This is by no means 
meant to be an exhaustive list but is rather intended to be used for illustrative purposes. 

 FDA Mini-Sentinel 

 PCORnet: The National Patient-Centered Clinical Research Network 

 Innovation in Medical Evidence Development and Surveillance (IMEDS) Project. 

 NIH Health Care Systems Research Collaboratory 

 HMO Research Network  

 Cancer and Cardiovascular Research Networks 

 Vaccine Safety Datalink 

 

Many of these networks have a particular focus. For example, the Mini-Sentinel project was funded to build an active, 
prospective surveillance system for health product safety; PCORnet focuses on conducting comparative 
effectiveness and patient-centered outcomes research; and the NIH Health Care Systems Research Collaboratory’s 
focus is to improve the way clinical trials are conducted by creating infrastructure for collaborative research. 

Several of these networks share the same data holders/partners. Some may also share the same common data 
model and, potentially, other infrastructure as the backbone to support the manner in which their network operates 
and analyzes data. 

INTRODUCTION TO OUR CASE STUDY: MINI-SENTINEL 

Mini-Sentinel is a pilot project sponsored by FDA to create a distributed data network and supporting infrastructure in 
order to enable an active surveillance system for monitoring the safety of drugs, biologics and devices—effectively, 
any FDA-regulated product—in the United States. 

Section 905 of the Food and Drug Administration Amendments Act (FDAAA) of 2007 mandated the FDA to develop 
an enhanced ability to monitor the safety of drugs after they reach the market. This system, named Mini-Sentinel in its 
pilot phase (and to be called Sentinel thereafter), is intended to augment FDA’s existing post-market safety 
monitoring systems. Current systems rely on FDA gathering information about their regulated products through 
programs that rely on external sources (product manufacturers, consumers, patients, and healthcare professionals) to 
report suspected adverse reactions to FDA. This type of safety monitoring is known as “passive surveillance.” In 
contrast, Sentinel is intended to be an “active surveillance” system, as it will enable FDA to initiate its own safety 
evaluations that use available electronic healthcare data to investigate the safety of medical products. 

The Mini-Sentinel Distributed Database (MSDD) currently consists of quality-checked data held by 18 partner 
organizations (health insurers or managed care consortiums). As of July 2014, the MSDD contained data on 178 
million individuals, nearly 400 million person-years of observation time, 4 billion outpatient dispensings and 4 billion 
unique medical encounters. 
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Data partners standardize their data from their source systems into the Mini-Sentinel Common Data Model (MSCDM) 
and store those datasets as SAS datasets. Each site maintains physical control and ownership of their data, controls 
all uses of their data and controls all transfer of their data.   

Figure 2 depicts the various tables included in the MSCDM. The MSCDM consists of a suite of several tables; six of 
the tables are considered ‘core’ and are present across all data partner sites (enrollment, demographic, outpatient 
dispensing, encounter, diagnosis, procedure). There are additional tables that are considered ancillary, as they are 
not present at all sites. Those include death, cause of death, laboratory tests and vital signs. The project is also 
actively exploring the integration of two additional inpatient data sources (inpatient dispensing and inpatient 
transfusions) into the common data model. 

Data partners refresh their source data into MSCDM-formatted data quarterly to annually, depending on the site. 

 

Figure 2. Mini-Sentinel Common Data Model 

 

MINI-SENTINEL ANALYTIC FRAMEWORK  

INTRODUCTION 

The core concepts of building analytic programming infrastructure in a distributed data network are to recognize 
analytic- and programming-approach patterns where they exist, routinize programming tasks whenever possible, 
approach all programming tasks with reusability and flexibility in mind (rather than producing a series of one-offs), 
and to not reinvent the wheel. 

The MSOC stresses the programming-related concepts of reusability and flexibility because there is so much overlap 
in the analytic approaches used across our surveillance and research projects. One project may be interested in 
studying a cohort of patients exposed to drug A that experienced outcome event X, while another project may be 
interested in a different exposure-outcome pairing but an otherwise similar analysis. Building flexible programs with 
regard to study parameters saves programming and auditing time and effort, and ensures consistency in analytic 
approaches across studies. 
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SAS-BASED, OPEN-SOURCE ANALYTIC PROGRAMMING TOOLS 

The MSOC has developed a set of flexible, reusable SAS programs that were built to allow for rapid implementation 
of common epidemiologic and pharmacoepidemiologic study design methods. Each program is designed to execute 
against MSCDM-formatted data and can be customized using a wide variety of macro parameter settings and input 
files that define exposures, outcomes, covariates, inclusion/exclusion criteria, date ranges, age ranges, and other 
study protocol details. 

These standard-approach, parameterized programs provide for considerable flexibility while significantly reducing 
programming time and subsequent program audit/review efforts. All MSOC-maintained core infrastructure SAS 
programs have been audited, pre-tested and validated. Similarly, all output produced is consistent and predictable 
across all data sites, stream-lining data aggregation and analytic reporting activities.  

Collectively, as depicted in Figure 3, this suite of SAS programs comprises the Mini-Sentinel analytic framework. All 
programs described in this paper are available for download from the Mini-Sentinel public website and are 
accompanied by detailed documentation. 

 

 

Figure 3. Schematic of the Mini-Sentinel analytic framework 

“Modular” Programs 

The MSOC developed and continues to maintain three “modular programs” that each perform a discrete descriptive 
analysis. Each can be used to characterize cohorts of interest and output various metric about those cohorts. 

 Modular Program 4: identifies and characterizes concomitant use of medical products and occurrence of 
health outcomes of interest, 

 Modular Program 7: identifies and characterizes the frequency of medical codes before and after an index 
date, 

 Modular Program 8: identifies and characterizes the uptake, use, and persistence of medical products. 

The analytic capabilities of each of these programs will be integrated into a future release of MSOC’s principal 
analytic framework system, the Cohort Identification and Descriptive Analysis (CIDA) system. The remainder of this 
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paper will focus on the design and analytic capabilities of the CIDA system, as it serves as the backbone of the Mini-
Sentinel analytic framework. 

Cohort Identification and Descriptive Analysis (CIDA) System 

The CIDA system has the capability to flexibly identify and extract cohorts of patients from raw MSCDM-formatted 
data based on a variety of user-specified cohort identification-related options (e.g., study dates, exposure definition, 
outcome definition, incidence criteria, inclusion/exclusion criteria, continuous enrollment requirements, relevant age 
groups, and so forth). Nearly all aspects relating to the identification of a study cohort have been built into the system 
as user-specified macro parameters or as user-supplied input files (formatted according to CIDA specifications). 
CIDA programming code has been constructed as a suite of over 30 highly-parameterized SAS macros, each 
performing a distinct function, making it a flexible, transparent and easily maintainable system. 

There are three cohort identification strategies currently available within the CIDA system, each with a similar 
approach to the raw MSCDM-formatted data tables, but each generating different output metrics.  

The first cohort identification strategy (the computation of event background rates) identifies an exposure, outcome, 
or medical condition within the MSDD and outputs metrics on the number of individuals with the 
exposure/outcome/medical condition, eligible members, and eligible member-days. Unadjusted rates are reported 
overall and stratified by user-defined age group, sex, year, and year-month. Figure 4 shows a schematic for the 
analytic approach taken to compute these background rates, while Figure 5 shows an example report that could be 
built from the output generated by this strategy. 

 

Index Date
Query Start

Date
Query End

Date

Enrollment Assessment Window 

Washout Period Assessment Window

Inclusion/Exclusion Criteria Assessment Window

 

Figure 4. Schematic of analytic approach to computing background rates of events. 

 

Below are some key highlights to the CIDA system’s flexibility in identifying a study cohort: 

 Study start and end dates are user-specified  

 Ages or age groups for study inclusion are user-specified  

 Index exposures or events can be defined using any combination of NDCs, diagnosis and procedure codes, and 
laboratory result values 

 Continuous enrollment episodes are created using a user-specified enrollment gap and coverage type(s) 
(medical only, drug only, medical and drug). These continuous enrollment episodes are used to identify eligible 
members and calculate eligible member-days 

 Incident use/events can be defined simply (e.g., no evidence of exposure in XX days before the index date) or 
using more complex criteria (e.g., no evidence of the exposure’s drug class in XX days before the index date) 
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 Users can define any combination of inclusion and/or exclusion criteria using a number of days before or after 
index date 

 Inclusion/Exclusion criteria are user-specified as any number of days before or after the index date, using any 
combination of NDCs, diagnosis and procedure codes, and laboratory result values 

 Exposures or events at any point-of-view in a study (index, inclusion/exclusion, post-index events of interest, 
post-index censoring events) are user-specified using simple Boolean logic (a string of medical codes separated 
by “OR” logic), more complex Boolean logic (codes strung together by “AND” or “NOT”) and/or complex temporal 
relationships (two codes or a set of codes occurring with X days of each other) 

  

 

 

Figure 5. Sample report based on output from the first cohort identification strategy 

 

The second cohort identification strategy (an exposure-outcome analysis) builds on the logic introduced in the first 
strategy, by identifying an exposure of interest and determining medical product exposed time based on either a user-
specified number of days after exposure initiation or on drug dispensing days of supply. The program then analyzes 
the data for the occurrence of health outcomes of interest during that exposed time. Output metrics include the 
number of exposure episodes and number of individuals exposed, number of health outcomes of interest, and days 
at-risk. Events per person-day at-risk are reported overall and stratified by user-defined age group, sex, year, and 
year-month. Unadjusted and adjusted (by age, sex, year and/or data partner site) incidence rate ratios (IRRs) can be 
calculated and compared between two identified cohorts (e.g., ratios between an exposed and a comparator cohort). 
Figure 6 shows a schematic for the analytic approach taken to compute these metrics for an exposure-outcome 
approach, while Figure 7 shows an example report that could be built from the output generated by this strategy. 
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Figure 6. Schematic of the analytic approach to an exposure-outcome cohort identification strategy 

 

Below are some key highlights of the ways the exposure-outcome cohort identification strategy builds on the prior-
discussed strategy: 

 Exposure episodes can be created in two ways:  

o Using the outpatient pharmacy dispensings’ days of supply values to create continuous episode of 
treatment (using a stockpiling algorithm and a user-specified gap tolerance to handle overlaps and gaps 
in dispensing) 

o Using a user-defined duration of post-index exposure 

 Users can specify episode extensions and minimum episode durations 

 User-specified blackout periods may be supplied as the number of days post-exposure where a health outcome 
of interest will not be attributed to exposure. Exposure episodes with a health outcome of interest during the 
blackout period are discarded from analysis. 

 Exposure episodes are censored at disenrollment/end of available data and at the occurrence of a user-specified 
health outcome of interest (defined by the user as any combination of NDCs, diagnosis/procedure codes, and lab 
result values). Users also have the ability to provide additional censoring criteria, including: 

o Any other user-specified censoring event (defined by the user as any combination of NDCs, 
diagnosis/procedure codes, and lab result values) 

o Evidence of death 
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Figure 7. Sample report based on output from the exposure-outcome cohort identification strategy 

 

The third cohort identification strategy (a self-controlled risk interval design) is a confounder-adjustment approach by 
design. This approach identifies an exposure of interest, identifies user-specified risk and control windows relative to 
the exposure date, and examines the occurrence of health outcomes of interest during the risk and control windows. 
Output metrics include the number of exposure episodes, exposed individuals, individuals with a health outcome of 
interest in the risk and/or control windows, and censored individuals, overall and stratified by user-defined age group, 
sex, year, year-month, and time-to-event in days. Figure 8 depicts a schematic for this cohort identification strategy. 

 

Exposure
(Day 0)

Control Window Risk Window

Cs CeRs Re

HOI Incidence Assessment Window

HOIExposure
(Day 0)

Query 
Start

Query 
End

Post-exposure Enrollment Assessment WindowPre-exposure Enrollment Assessment Window

Exposure Incidence Assessment Window

Inclusion/Exclusion Criteria Assessment Window

 

Figure 8. Schematic of the self-controlled risk interval cohort identification strategy 

 

Below are some highlighted features of the self-controlled risk interval cohort identification strategy: 

 Duration of the risk and control windows are user-specified, and the control window can occur pre- or post-
exposure 

 Post exposure enrollment is required for the self-controlled risk interval design.  Patients must be enrolled from 
the exposure date to the end of the control window (or risk window, if the control window is before exposure). 
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 The analytic cohort identified using this method includes only informative patients (i.e., patients with a health 
outcome of interest in the risk or control window). 

 Health outcome of interest incidence assessment is a user-specified number of days before the health outcome 
of interest date, not the index date. 

 

Output metrics from the self-controlled risk interval cohort identification strategy include: 

 Aggregated counts of patients exposed, exposure periods, events in risk and control windows, stratified by age 
group, sex, year, year-month, and time-to-event  

 “Exposure cohort” data are retained (i.e., all patients meeting criteria before health outcomes of interest and 
post-exposure enrollment assessed) 

 Allows characterization of patients who were censored due to disenrollment or death and number of patients with 
no events in the risk or control windows  

 

Propensity score estimation and matching using the CIDA system 

Given the observational nature of all of the data in the MSDD, unadjusted counts and rates of exposures and/or 
outcomes using the first or second cohort identification strategies are useful in a prep-to-research capacity but not 
very useful from a confounder-adjustment perspective. In order to address confounding in exposure-outcome types of 
analyses, the CIDA system includes the ability to estimate propensity scores using a set of user-specified covariates, 
with the option to compute and use a set of empirically-derived covariates (a high-dimensional propensity score 
approach), and to then match exposed-cohort patients to comparator-cohort patients on their estimated propensity 
scores based on a flexible set of user-specified criteria, including the caliper (0.01, 0.025 or 0.05) used in either a 
fixed 1:1 or a variable 10:1 ratio match strategy. 

The standard output from a propensity score estimation and matching analysis includes measures of covariate 
balance, including absolute and standardized differences between unmatched and matched cohorts on the set of 
model covariates, as well as histograms depicting the propensity score distributions for each cohort. The output also 
includes the number of patients in each cohort group, the number matched from each cohort, the number that 
experienced the health outcome of interest, and the mean person-time of follow-up.  

The dataset returned to the MSOC from this analysis is a de-identified, patient-level dataset containing: 

 Demographic characteristics (sex, race, age at index) 

 Matched-set identifiers 

 Summarized baseline drug and medical utilization indicators or scores for each patient 

 An indicator for whether the event of interest was experienced 

 Follow-up time, in days 

 Estimated propensity score 

This dataset could be used for a variety of analyses. The CIDA system includes a program that enters these data into 
a Cox regression model that is stratified on the matched set in order to estimate hazard ratios and 95% confidence 
intervals. 

 

Future propensity score matching-based enhancements using the CIDA system 

A future propensity score matching-based approach within the CIDA system that is currently under development will 
include the ability to suppress the return of a de-identified patient-level dataset to the MSOC in favor of an 
aggregated dataset that will be summarized to the risk-set level. This approach will preclude the return of patient-level 
data altogether, while still being able to yield analogous effect estimates by way of a case-centered logistic regression 
model using the aggregated risk-set data (as opposed to a proportional hazards model using patient-level data). This 
enhancement will render the return of any patient-level data unnecessary, thus further minimizing data sharing while 
preserving the analytic capability to adjust for confounding. 

CONCLUSIONS 

Distributed data networks represent an emerging method of data sharing that increases data scope and coverage 
and addresses data security and patient privacy issues. Using the Mini-Sentinel project as a case-study, this paper 

demonstrates the enormous potential that distributed data networks hold for epidemiologic and 
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pharmacoepidemiologic studies by allowing access to greater volumes of data, without sacrificing privacy or analytic 
capabilities. This paper also demonstrates the contributions that distributed data networks have already made to the 
healthcare analytics community by investing in the building of data- and analytic programming-related infrastructure 
and by making those resources open-source and available to the public. 
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